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1. KYC Utilities 
– trends, key 
benefits and 
challenges
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KYC utility - definition

A KYC utility is a managed service activity that streamlines the collection, verification, storage and sharing of 

data and documents required to support a financial institution’s KYC procedures amongst participating 

Financial Institutions

Customers

Pre-utility state

Financial Institutions

Customers

Post-utility state

Financial Institutions

KYC 

UTILITY
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• Various target operating models 

• Often ad hoc remediation actions – flexible, but costly and 

temporary results rather than sustainable process improvements

Exploring the concept of jurisdiction wide 

or industry wide KYC Utility centres

5.
Additional 

Utility scope of 

services

4.
KYC industry 

utility

3.
Outsourcing 

and offshoring 

schemes

2.
KYC in house: 

regionalisation 

/centralisation

1.
KYC in house: 

fragmented 

approach

Evolution of KYC services – from Front Office to 
comprehensive industry KYC utility service
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Evolution of KYC services – from Front Office to 
comprehensive industry KYC utility service

1.
KYC in house: 

fragmented 

approach

2.
KYC in house: 

regionalisation 

/centralisation

3.
Outsourcing 

and offshoring 

schemes

4.
KYC industry 

utility

5.
Additional 

Utility scope of 

services

• Various target operating models 

• Often ad hoc remediation actions – flexible, but costly and 

temporary results rather than sustainable process improvements

• Client reference 

data 

• Screening

• Organization 

structure & UBOs 

identification

• Product/risk analysis

• Financial analysis 

• Transactions review

• Additional 

jurisdictions

• Additional client 

segments 

• Additional services

• Corporates vs. FI’s
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KYC utility – clear regulatory and economic 
benefits to be achieved

3. 

Client 

Experience

2. 

Cost 

Reduction

Reducing work duplication

Leveraging centralised content and technology advances 

Shortening onboarding times

Rapid and uniform customer acceptance decisions process

Customer touch points

Reducing the client administrative burdens 

Reducing the need for clients to provide the same documents to every financial 

institution with which they engage

1. 

Regulatory 

Compliance

Increased standardization of KYC quality and compliance

Imposing marketwide compliance standards
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Setting up a KYC Utility – finding a balance between three 
key goals

Regulatory 

Compliance

Client 

Experience

Cost 

Reduction

Full economies of scale allowing 

lower overall unit cost per case

Improve experience 

for clients

Establishing high standards and maximizing the standardization and compliance

3. 

Client 

Experience

2. 

Cost 

Reduction

1. 

Regulatory 

Compliance
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Setting up a KYC Utility – challenges
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Setting up a KYC Utility – selected critical design 
considerations

Founding parents for the KYC Utility set-up2

KYC Utility organization type (private vs governmental)3

KYC Utility location (Onshore vs. Offshore)4

KYC Utilities applicability rule (obligatory vs. voluntarily; FS vs. Corpo)5

KYC Utility service types (client reference data vs. other KYC process components)6

Client lifecycle7

Jurisdictions covered by the KYC Utility (Latvia vs. pan-Baltic)8

Client segments covered by the KYC Utility9

Population duplication among various FIs10

KYC policy standard applied 

(minimum regulatory requirements, vs KYC minimum standard)
11

Technology partner12

Legal implications of applying KYC Utilities1
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2. Digital 
onboarding
in the EU
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eID and digital on-boarding – good examples

Germany 

The verification of a natural person identity could be done by a post office

United Kingdom 

The verification of identity could be checked by credit agencies

Belgium 

Which has a mandatory national eID cards (NeID) which could support remote verification using eID software

Estonia 

Established a regulation defining the required digital provisions on how to use the mandatory NeID for the 

identification and verification of a persons’ identity

Sweden 

Financial institutions can issue eID for their customers (i.e. BankID15) which can be used as an eID solution for on-

boarding into other financial institutions or to perform other online activities, such as online shopping and 

eGovernment services
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eID and digital on-boarding – workflow for establishing 
relationship with a customer online

Customer initiates 

enrolement procudere

Customer accesses bank 

website  website 

authentication ensures that 

website belongs to bank

Identity verification

Customer Due Diligance / 

Business Relationship

Fraud

Notified eID under 

eIDAS 

Minimum data set:

• Current family name 

• Current first name

• Data of birth

• Unique identifier

Depend on bank / 

national applicable 

rules on CDD / KYC

K
Y

C

Additional attributes:

• First and family 

name at birth

• Place of birth

• Current address

• gender

1

1

1

How corss-border eID/authentication works
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eID and digital on-boarding – high level conclusions 

Study carried for the European Commission

• eIDAS

• Setting the ground of the Digital Single Market (DSM)

Still manual

• F2F identification

• Opportunity - digital solutions can be used for digital onboarding

Use of innovative means of onboarding

• Allowed in certain states (HQ video, TPT etc) 

• E.g. in Italy, Estonia and Belgium allow eID as identification means

Digital onboarding depends on LoAs

• Low

• Medium

• High (by 2018, each MS has to validate M and H LoAs of other MS)

Context

Inconsistency 

in EU MS

Levels of 

Assurance (LoA)

Currently
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Thank you!

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional 

advice. You should not act upon the information contained in this publication without obtaining specific professional advice.

No representation or warranty (express or implied) is given as to the accuracy or completeness of the information contained 

in this publication, and, to the extent permitted by law, PwC Polska sp. z o.o., its members, employees and agents do not 

accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining 

to act, in reliance on the information contained in this publication or for any decision based on it. 

© 2018 PwC Advisory spółka z ograniczoną odpowiedzialnością sp.k. (former: PwC Polska sp. z o.o.) All rights reserved. In 

this document, “PwC” refers to PwC Advisory spółka z ograniczoną odpowiedzialnością sp.k. (former: PwC Polska sp. z o.o.) 

which is a member firm of PricewaterhouseCoopers International Limited, each member firm of which is a separate legal 

entity.
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